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1	Decision/action requested
Endorse the recommendation on UE IP address to GPSI translation
2	References
 [1]	3GPP TS 33.501 clause 16 Security procedures for Network Slices
[2]	
3	Rationale
[bookmark: _Hlk64274084]There has been multiple LSs exchanged between SA6, SA2, and SA3 on the issue of UE IP address to GPSI translation. SA3 couldnot come to a conclusi on yet on this issue.
	Tdoc# 
	Title
	Source

	S3-202839
	LS on IP address to GPSI translation
	S2-2005923

	S3-202849
	Reply LS on IP address to GPSI translation
	[bookmark: _Hlk64276041]S6-202008



S3-202849 /S6-202008: “In some use cases, it may be reasonable to expect that the Application Client (AC) within the UE can provide the GPSI (e.g. MSISDN) to the EAS as part of the application layer protocol, however, typically this may not be the case (i.e. the AC is not aware of its GPSI, neither MSISDN nor External Identifier). Yet in some other use cases, the user due to privacy concerns may not be comfortable to share his/her MSISDN with certain applications. This means, there are many scenarios where the application is unaware of the UE identity and yet to serve the user/UE, the application server (i.e. EAS) would need to query for certain information about the UE (e.g. location). Additionally, the AC within the UE may not be a trustworthy source for identifiers, thus a network provided identifier is preferred. 
Under such circumstances, the EAS that is not aware of UE identifier(s) can only provide UE's IP address (over the API) as the identifier of the UE. 
Using the EAS provided UE's IP address to identify the UE at the EES can result in issues that are explained on slide #6, and using EAS provided IP address by the EES for CN capability exposure APIs can result in issues that are explained on slide #7 of the attached presentation. 
Due to lack of reliable identification of the UE and the issues with using EAS provided IP address for CN capability exposure APIs, a better mechanism is desired.
SA6 therefore requests SA2 and SA3 for a reliable and secure core network capability which enables exposure of network services to AFs (e.g. EAS/EES) using a static identifier when only an IP address of the UE is known to them.  “
S3-202839/ S2-2005923:
“ SA6 Question: While providing the functionality requested in bullet 1, is it feasible to provide application-specific GPSIs, to ensure that a single GPSI can not be used to track an end user's activity across applications (EASs), to protect end user privacy? 
SA2 Answer: SA2 would like to point out that a subscription may have one or several External Identifier(s) but whether is an appropriate mechanism to protect end users privacy is up to SA3 to comment on.

SA2 would also like to comment about “Allowing NEF to provide the AF with a corresponding GPSI “; security concerns were raised and SA2 would work in the future on this part of SA6 request only if agreed by SA3“
4	Discussion
Exposing GPSI: If GPSI is exposed to the application servers like EAS/EES, since GPSI is static, AS server can co-relate the UE when the UE connects again and again for the same service. Hence AS server can track the UE using the static GPSI. 
Since the EAS/EES may be connected to certain edge domains, this also helps the AS nodes to know the location of the UE from where it is connecting.
Hence to protcet the privacy of the UE, it is better, not to expose the static GPSI to the application servers.
But As mentioned in SA6 LS, EAS need to identify the UE not depending on the IP@. This means that EAS need to identify the UE, may be using s semi static identifier. That is the translated GPSI remain static for a valid time, but after the valid time, the translated GPSI changes. NEF can expose the translated GPSI to application servers using APIs.
Instead of expsong the GPSI, it may be more feasible to expose a translated GPSI to the external application server.
4.1 	Recommendation
NEF should expose a translated GPSI, with a validity timer. The translated GPSI can be Application server specific. To reduce the storage requirements on NEF, it may be better to store the minimum parameters like encryption key, NONCE etc only at the NEF, but make Application server store the UE specific parameters like validity time etc. 
GPSI translation can be captured as part of the EDGE specifications or in an annex to 33.501.
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